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Afrigiyah Airways

Finnair

Shell Aircraft

Air New Zealand IIi:gir;isAr;rCommuter Airlines International
i Skyli

Air France Flight Safety Foundation He»IIi(I:r(;eters

Airways New Zealand Freebird Airlines PIES

Air Service Gabon Hong Kong Civil Aviation Department SkyWest Airlines

AirTanker Services Limited HOP Brit Air Smartlynx

American Airlines Italfly Alrlines

Amsterdam Schiohol Airport Irish Aviation Authority Turkish Airlines
PROTAITP Japan Airlines UK Air Accident

ArkeFly Jayrow Helicopters Investigation

Ascent Flight Training Jazeera Airways Board

Avinor JKetIStar Fliahteraft Vancouver Island

Belfast City Airport elowna Flightcra Helicopters

Bizjet Aircraft and Helicopters Management

Boeing Defense UK

Bristow Helicopter

Britair France

British Airways

Canadian Base Operators

Civil Aviation Authority UK

Civil Aviation Authority Singapore
CASA - Civil Aviation Safety Authority

KLM Royal Dutch Airlines
KLM UK

London City Airport
Malaysian Airlines
Manchester Airport

MHS Aviation

Military Aviation Authority UK
Nayak Aircraft Services
Noordzee Helikopters Vlaanderen
Norwegian Air

Norwich Airport

CHC Helicopter Oman Alr ieli
_ _ _ Pegasus Airlines
Christchurch International Airport Qantas

Civil Aviation Authority UK
Corendon Dutch Airlines

DGAC Royal Netherlands Aeronautical Association
ERA Helicopters glllgn:\i/:ation
FAA

Royal Australian Air Force Australia
Royal Air Force UK

Singapore Air Transport Training College
® CGE

Risk Management Seclutions Copyright © 2012 1P Bank BV



od
ﬂ Rl it Iamgamant Golutians

How do we operate?

u . : Fahqwi#4633. ,
Ghyharsp hawir iftthz fexvighvvi

Swp rwirgiritivnio Jwh frgfhsw usv R #dv

p hwkrgrajhv Ghyhars#lggOorgvibigg#
Vddnv) #Iwiexwir g i# ghz #hfkgfdats sdfdwirgv > >

vr Iz duh#ivr ocwle v Wyl j # it dughuy Ulnvhf P Ilyj
Vriwz duhiracwlrgv GQY#O Fkhp ¥dor
-Bm HI:IE:%ENEI‘ Uhj xawrud) # VHQDVD DyBwirg
FBowTlexXP e

. P dukip h

muditxp GxvEkfigyhwij dwtr gfErdug

emani s m e

i J ryhugp haw
anld&nt_li‘l:" X qlyhud # #hhg Industry Leaders
wudlylgj v SVD Vkho Hohuyj |
Frgvxodqf |
Q Ofrvdvhiiyx shuyvirg Vhdguio Khdok# #kdip d
Surnhfws
VR #'rp p Iwhh ES Ihdgfh#) H#guxuwdgth

Uhvhdufk
Frgfhsws K VH# {hfxulyh#K N Q rednifs Uiy Frp p huf BdHgvwhusul




What is...
Examples of...
Why...

BowTie In steps
Set of bowties,
now what?

¥ CGE
Risk Management Solutions

BowTie methodology

MBowTieXP



What is
Bowtie risk assessment?

¥ CGE
Risk Management Solutions



Bowtie history

1979

THE UNIVERSITY
OF QUEENSLAND

AAAAAAAAA

1988

90’s

MBowTieXP 00’s

The next generation bow-tie methodology tool

¥ CGE
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Bowtie today

& Oil & Gas

¥ Chemical

¥ Energy

¥ Mining

* Aviation

¥ Rail transport
* Maritime

¥ Construction
* Medical

* Financial

* Government
ST

CGE
L1 Risk Management Seclutions
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Afrigiyah Airways

Air New Zealand

Air France

Airways New Zealand

Air Service Gabon

AirTanker Services Limited

American Airlines

Amsterdam Schiphol Airport

ArkeFly

Ascent Flight Training

Avinor

Belfast City Airport

Bizjet Aircraft and Helicopters Management
Boeing Defense UK

Bristow Helicopter

Britair France

British Airways

Canadian Base Operators

Civil Aviation Authority UK

Civil Aviation Authority Singapore
CASA - Civil Aviation Safety Authority
CHC Helicopter

Christchurch International Airport

Civil Aviation Authority UK

Corendon Dutch Airlines

DGAC

ERA Helicopters

FAA

Risk Management Seclutions

Finnair J
Finnish Commuter Airlines

Flair Air

Flight Safety Foundation

Freebird Airlines .
Hong Kong Civil Aviation Department )

HOP Brit Air

Italfly

Irish Aviation Authority 4
Japan Airlines J

Jayrow Helicopters

Jazeera Airways

JetStar

Kelowna Flightcraft

KLM Royal Dutch Airlines

KLM UK

London City Airport

Malaysian Airlines

Manchester Airport

MHS Aviation

Military Aviation Authority UK
Nayak Aircraft Services

Noordzee Helikopters Vlaanderen
Norwegian Air

Norwich Airport

Oman Air

Pegasus Airlines

Qantas

Royal Australian Air Force Australia
Royal Air Force UK

Royal Netherlands Aeronautical Association
Ryanair

SFS Aviation

Singapore Air Transport Training College

Shell Aircraft
International

Skyline
Helicopters
SkyWest Airlines

SmartlLynx
Airlines

Turkish Airlines

UK Air
Accident
Investigation
Board

Vancouver Island
Helicopters

Currently
evaluating:

CAA Austria
CAA Norway
CAA Poland
CAA Italy
CAA Peru
EASA

GCAA
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3 questions:

» Do we understand what can go wrong?

» Do we know what our systems are to
prevent this from happening?

» Do we have information to assure us they
are working effectively?

Oil & Gas Regulators:
Petroleum Safety Authority (NO)

. ’ ' D i "

© Prserity areas
Displaying 1-3 of 96 articien

N 2e.07.2013 | &
TRkt s
The industry must:

. aj ensure robust technical, SIGNIFICANT
iy basa operational and
organisational barriers.
This is crucial for preventing
vl accidents and reducing risk.

Failure or weakening of
barriers is often a cause
of undesirable incidents ...
in the petroleum sector.  hewaw

To identify and give weight to operational,
organisational and technical barrier elements | o v s i,
and their role in the risk picture.

WLV

Oil & Gas Regulators:
State Supervision of the Mines (NL)

2. Identify the risks
Inorder to focus its supervision (regardless of which aspect), SSM uses the (bowtie) model below:
Barriers | Barriers ||
Hazards =il | ' Calamities
events
Causes Consequences

Aviation Regulators:
Civil Aviation Authority (UK)

Performance based regulation means developing a comprehensive risk picture with the organisations we regulate and
building our knowledge and data to make sure we target our regulalion in the areas where it will make the biggest

difference.

"B CGE o
' Risk Management Solutions



CAA UK Significant Seven

LEIE )
u| Current UK CAA Sig 7 Ver 11 @@@lﬂ“ﬂ Expand level: | 1 |

4 o 1. Loss of Control
® 1.1 Operation of Large CAT Fixed wing aircraft (human performance) / Aircraft unintentionall
® 1.2 Operation of Large CAT Fixed wing aircraft in adverse environmental conditions / Aircraft

@ 1.3 Operation of Large CAT Fixed wing aircraft experiencing technical failures [ Aircraft unint

4 dofp 2. Runway Excursion
Operation nl"L:al
@ 2.1 Large CAT Fixed wing aircraft - Landing Operations / Inability to make a stop within the CAT Fixed win
aircraft (humaz
@ 2.2 Large CAT Fixed wing aircraft - Take-off and Landing Operations / Loss of directional con rmance,
@ 2.3 Large CAT Fixed wing aircraft - Take-off/ Departure Operations / Aircraft does not accele
4 o 3. CFIT
® 3.1 Large CAT fixed wing aircraft - Arrival or departure (general) / Terrain separation deterio
® 3.2 Large CAT Fixed wing aircraft - Non-precision approach (especally in IMC or at night) / 1

@ 3.3 Large CAT fixed wing aircraft - Precision approach in IMC or at night / Terrain separation

1. Loss of
Control: Aircra
unintentionall
deviates fron
normal in-fligl
parameters
(aircraft upsel

4 ofb 4. Runway Incursion
@ 4.1 Large CAT fixed wing aircraft operating on the ground in or close proximity to the protect
@ 4.2 Vehicles and/or personnel in or close to the protected area of an active runway for large
@ 4.3 Large CAT Fixed wing aircraft - Take-off and Landing Operations / Incorrect presence of i |2 ion
gf 5. Airborne Conflict

ke

@ 5.1 Large CAT fixed wing aircraft operations whilst airborne UK Class A airspace / CAT aircral
@ 5.2 Large CAT fixed wing aircraft operations whilst airborne UK Class G airspace / CAT aircrz

@ 5.3 Large CAT Fixed wing aircraft in the circuit area of a procedural (non radar) equipped ael .|e,:".,,ia
lircraft
4 o 6. Ground Handling 4 take
action

® 6.1 Loading operations for large CAT fixed wing aircraft at UK Aerodromes / Aircraft significa iply full

® 6.2 Ground operations for large CAT fixed wing aircraft at UK Asrodromes / Significant grour
@ 6.3 Cold weather conditions conducive to large CAT fixed wing aircraft contamination (on the

g 7. Fire
g 8. Umbrella

¥ CGE
Risk Management Solutions



CAA UK Significant Seven

t UK CAA Sig 7 @@@J@&J Expand level: uwww@@ Display profile: | Crit, Eff, Type and Functionality - ]
1rren ig

1. Loss of Control

HMBowTiexXP

1.1 Operation of

1.2 Operation of

1.3 Operation of

2.1 Large CATFi

®

®

®

2. Runway Excursig
®

@® 2.2 Large CAT Fi
®

2.3 Large CATFi

3. CFIT

® 3.1 Large CAT fi:
@ 3.2 Large CAT Fi

@® 3.3 Large CAT fi:

4. Runway Incursio

® 4.1 Large CAT fi:

® 4.2 Vehicles and

@ 4.3 Large CAT Fi
5. Airborne Conflict
@® 5.1 Large CAT fi:
@® 5.2 Large CAT fi:

@ 5.3 Large CAT Fi

6. Ground Handling

@® 6.1 Loading opel
@® 6.2 Ground oper
® 6.3 Cold weathe
7. Fire

8. Umbrella

"B CGE
Risk Management Solutions



Bowtie’s parents

Fault tree

no flowinto
barrel E

no flow from no flow from
pipe B pipe C

pipe B not fed

pipe B
blocked

pipe C
blocked

pipe C not fed

barrel D pump A
empty broken

pump A
hroken

barrel D
empty

¥ CGE
Risk Management Solutions

Event tree

Obstructed release Immediate ignition UVCE/FF
.
»~
Yes —>
»
—>
Liquid Release -
(Two-Phase) »
L.
Fall
L )
Fal
No
—>
.
»

Pool fire

Final event

Explosion + Pool fire

Flash fire + Pool fire

Release not ignition
Jet fire + Pool fire

Explosion + Pool fire

Flash fire + Pool fire

Release not ignition

Copyright © 2012 IP Bank BV



Connect them

o
=2
@
;D Obstructed release Immediate ignition UVCE/FF Pool fire
=
oy >  Final event
2
3 Yes ——»  Explosion + Pool fire
= =h »
%2
w 3" lL————>  Flash fire + Pool fire
3
Liquid Release - o
= (Two-Phase) »  Release not ignition
=3
;u) 3 » et fire + Pool fire
5 22
= ® _i.l — > — > Explosion + Pool fire
g o g No
L——>  Flash fire + Pool fire
»  Release not ignition
® CGE
Risk Management Solutions
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Barrier thinking




Barrier thinking

Hazard

Losses

® CGE

Risk Management Solutions




Barrier thinking

Hazard

Losses

Barriers

CGE

Risk Management Solutions
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Barrier thinking

Hazards

Equipment failure
Human Factors
Poor planning
Fatigue

Etc.

Losses

® CGE

Risk Management Solutions




Communicative version

I Threat I

™
-

™
-

Preventive
Barrier

Preventive
Barrier

™

™

I Threat I

o

H

Preventive
Barrier

Preventive
Barrier

-

Escalation
Factor

® CGE

™
-

Escalation
Factor Barrier

Risk Management Solutions

™
-

™
-

Recovery
Barrier

Recovery
Barrier

™

™

Consequence

Top Event

H

o

Recovery
Barrier

Recovery
Barrier

\\

Consequence

™
.

Escalation
Factor Barrier

Escalation
Factor

Copyright © 2015 IP Bank B.V.



“Safety barriers are physical and/or non-physical means
planned to prevent, control, or mitigate undesired events or

accidents.”

Snorre Sklet (2006). Safety barriers: Definition,
classification, and performance. Journal of Loss
Prevention in the Process Industries, 19(5):494-506

"M CGE

L Risk Management Solutions




Examples of
Bowtie risk assessment

¥ CGE
Risk Management Solutions



Driver loss of
attention (due to
phone, controlling

radio, fatigue,

eating etc.)

Blowout (tire)

Slippery road
conditions

Poor visibility
(external)

"¥ CGE

Intoxicated

driving

H

Road transport

i

Breath alcohol
ignition interlock
device

Agreeing on a
designated driver

EN Engineer

DR Driver

Lane departure
warning system

No use of phone
policy

EN Engineer

HSE HSE Manager

Induction includes
Distraction
awareness

TR Training
Manager

Tyre integrity system

Defensive driving

Pre drive check of

vehicle
MM Maintenance DR Driver DR Driver
Manager
| ) |
Listen to weather
report and adjust Defensive driving ABS
driving schedule
accordingly DR Driver VM Vehicle
DR Driver Manager
o | o

Listen to weather

report and adjust

driving schedule
accordingly

vehicle lights are
turned on

Defensive driving

DR Driver

DR Driver

DR Driver

' Risk Management Solutions

. HO01.0 Driving a
vehicle

Losing control
over the
vehicle

Forward collision

Slip recovery

warning system competence
VM Vehicle DR Driver
Manager

H

o

Wearing a seatbelt Airbag
DR Driver VM Vehicle
[+] Manager

Roll-over protection

VM Vehicle
Manager

E3]

Vehicle roll-over

Crash into other
vehicle or

motionless object

Driver impacts
internal of vehicle

Copyright © 2012 IP Bank BV



™

™

Oil & Gas

™

™

™

Internal

-

-

-

-

-

Corrosion

Material Selection
and Corrosion

Allowance

Internal Coatings

Cathodic PRotection

¥ CGE
Risk Management Solutions

[+]

[+]

[+]

Erosion

Inspection /
Maintenance (Erosion
and Corrosion

Corrosion Inhibition
Program / Chemical
Injection

Monitoring Program)

[+

™

[+]

-

action 2

Fluid Velocity Limited

Sand Detection and

. Hydrocarbons in
pipeline

Overpressure I

Loss of

to Minimize Erosion Monitoring
[ [

. L PSV (Relief Valves
Equipment / Piping . '
Designed for MAWP SSDS (PSH) Rupture Dl_scs,

Rupture Pins)
[ [ [+

™

™

™

Containment

Vacuum I

-

-

-

Equipment / Piping
Designed for
MAWP/V

[+

Detoriation of
Hoses

Vacuum Valves /

SSDS (PSL) Vents for
Armospheric
[+] Equipment
[+

™

-

Material Selection
and Proper
Installation

[+]

Inspection /
Maintenance of
Hoses
(Hydrocarbon / High
Pressure Service)

action 1

[+

Copyright © 2012 IP Bank BV



Construction (Project)

™
=

™
l

™
i

Constructive
damage of bridge
Pre-work
construction
inspection

Jack equipment
failure

Incorrect
estimation of turn
around time

Incautious
jacking up

Need for
unforeseen
maintenance on

related
construction

"M CGE

Risk Management Solutions

Last-minute
construction
inspection / ability to
adapt maintenance
schedule

Recovery plan

m
-

m
S

Jack equipment
inspection

Deformation of
bridge (outside

tolerance limits)

Jacking up test
(before maintenance
starts)

™

-

Constant monitoring
of formation behavior

m
-

™
l

10 hours buffer time
in maintenance
plan/script

Maintenance
plan/script

m
l

™
l

Maintenance Jacking up
plan/script competence
[+

™

il

-

-

Pre-work
construction
inspection

Last-minute
construction
inspection / ability to
adapt maintenance
schedule

Opening
target date &
time not met

™

-

H Fine

Fault analysis

Communication plan

il

-

Develop &
communicate
alternative route

-

Communication plan

™

-

Revise planning
other
activities/projects

Traffic
disturbance

Reputation
damage

Delay of other
activities /

projects

Copyright © 2012 IP Bank BV



™

Rail transport

L

I Broken Rails

Rail Design

Ultrasonic testing
(detector car)

+ Good

+ Good

[E3|

E3|

Track Switch -

failure

Switch Design

Switch Control

Heating of Switch

Track Occupancy
Detector +Action
++ Very Good

System
+ Good + Good - Poor
[+ [+
]

Collision -
Railroad Crossing

Visual Control by
Train Driver

Rail Road Crossing
Safety Installation
+ Good

-- Very Poor

Collision - objects|—

Fallen Tree)

on Track (Rocks, I

Track layout -

removal of objects

Visual Control by
Train Driver

+ Good

Safety Fence/Net
+ Good

- Poor

“ECGE

Risk Management Solutions

Rail Transport -
People

HJ Derailment E

Persons /

Application of First

Medical services

by Object(s) ir

Passengers stru
Train

—|Unignited release
of Hazardous
Substances

Aid response
- Poor - Poor
. M
Compliance with
Hazardous Materials Clean-up
Transport
Regulations + Good
Procedures
Prefab press release Insurance
- Poor - Poor

Bad Publicity /
Reputation /
Violation of Trust

Copyright © 2012 IP Bank BV



1. ATCO issues
incorrect or
incomplete
clearance/
instruction

Constant exposure

2. Fit Crew
misunderstand
clearance/
instruction

Risk Management Solutions

FIt Crew challenge
ATCO clearance/
instruction

Policy/ Procedure

ATCO detects and
recognises their error
whilst listening to the

FIt Crew readback

[+]

A.02

ATCO is sues
understandable
instruction using
tandard phraseology

7]

Policy/ Procedure

ATCO de¢ .ccts,
recognises and
corrects the potential
terrain conflict via
monitoring

[+]

Training/ proficiency

H

CFIT: Large CAT
fixed wing aircraft

- Arrival or
departure

Terrain
separation

e

Policy/ Procedure

FIt Crew request
clarification of
clearance/ instruction
from ATCO if
uncertain of details

ATCO detects and
recognises error or
misunderstanding
during Fit Crew
readback

[+]

3. Fit Crew mis-set[—
altimeter pressure
setting resulting in
incorrect actual
altitude (e.g. mis-
set QNH or low
temperature
correction)

Commonly exposed

Policy/ Procedure

Training/ proficiency

[+]

Fit Crew adhere to
SOP for correct
setting of altimeter

ATCO detects mis-set
altimeter setting via
Mode S (BAT)

Policy/ Procedure

Engineered devices

[+]

[+]

deteriorating
below normal
requirements

Copyright © 2012 IP Bank BV



Why
Bowtie risk assessment?

¥ CGE
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Complexity

“ECGE

Risk Management Seclutions Copyright © 2012 1P Bank BV



Incident pyramid

No causality!

e Exploding refineries
e Multiple fatalities

e Heavy personal safety
incidents

e Single fatality /disability

e LTl's
e Slips, trips, falls




®CGE

Risk Management Solutions Copyright © 2012 IP Bank BY



Risk management = safety management?

( )
Personal

Safety
\ y

Whishful Thinking

*----

~ ™
Process
Safety

\_ Y

¥ CGE
Risk Management Solutions



Risk management = safety management?

4 ™
Personal
r ~ Safety
Primary \- /
Process
Risk
Management [ R
G J Process
Safety
" J

¥ CGE
Risk Management Solutions



First step

[BowTieXP

kdincidentXP

BSCAT | Tripod Beta | BFA | RCA Implement & communicate

the management system

MAuditXP SBowTieServer

Bringing BowTies to the Enterprise

¥ CGE
Risk Management Solutions



Risk Management Process

Incident analysis

Audits
Inspections
Critical risks - Bowtie diagram
i_iﬁ

Risk Register ——Nonrcritical risks > Operation

¥ CGE
Risk Management Solutions



1ISO 31000

—fEstablishing the context (5.3}
Risk assesgment (5.4)

g SBowTieServer HAZID== . g x
o A c 4 =
%y 2 >3
- g 1= c o
S = S 9%
S X 12 U X
® U ®
1 |

1

¥ CGE
Risk Management Solutions



l

«— Establishing the context (5.3) &

I
Risk assessiﬂent (5.4)

e » Risk identification (5.4.2) |

Communication ! Monitoring
and | «+— Risk analysis (54.3)  |e—d—» and
consultation review (5.6)
(5.2)

«— Risk evaluation (5.4.4)

«— Risk treatment (5.5)

Establishing the context

the organization articulates its objectives and defines the external
and internal parameters to be taken into account when managing
risk, and sets the scope and risk criteria for the remaining process.



Establishing the context

nat problem do we want to solve?
no are the Bowties for?

s ss s

nich locations will we include?

nat can we do in terms of resources (e.g. time,
money)?

® Which process, techniques will we use?
* When have we succeeded?

¥ CGE
Risk Management Seclutions



Zoom-level 1

™ ™

I Consequence
Control Control [

™ ™
| consequence

Control Control

™ ™ ™ ™
Threat | I Consequence

Control Control Control Control

"M CGE

Risk Management Solutions Copyright © 2012 IP Bank BY



Zoom level

People tend to
be too generic

Too specific Ideal Bowtie Too generic

mcGE

Risk Management Solutions



»[Establishing the context (5.3)f

Risk assessTnent (5.4)

» Risk identification (5.4.2) |

Communication ! Monitoring
and | «+— Risk analysis (54.3)  |e—d—» and
consultation review (5.6)
(5.2)

Risk evaluation (5.4.4)

Risk treatment (5.5)

Risk identification

The aim of this step is to generate a comprehensive list of
risks.



HAZID as starting point

Pick out the high potential hazards to do a Bowtie on

ITP - Joint Industry Project

FMECA Log Sheet - Node 1

®CGE

Risk Management Solutions

1] FUNCTION ISSUES FAILURE MECHANISM FAILURE EFFECT SAFEGUARD § »| COMMENTS (ACTION e
2 g a3 ITEMS % 2 2
g|5|8 sz g g
e gl
1.06.04 Welding quality Undermatch in weld could| Potential fracture of the Filler material will be [ 4| 3 | M |Procedure will (3 T 3
overstress the weld due  |pipeline and leak of LNG o |chosen to achieve be writtzn for the|
to differential expansion  |the environment overmalch (except JIP
effacts. INVAR use)
Weld qualification
(partial for the JIP)
NOT
1.07.00 [End Buikheads - Stainfess Stesl
1.07.01 Corrosion (external) Coating will be applied, (3|2 L
CP design
1.07.02 Transitions between 4 (3| M|seeitem 1.08.01
different material
107.03 Stresses loads Over stress due to Possible yielding of the pipe| Possible stress effects | 4| 2 | M {The pipes shall 6 |6
additional load from no should be accounted not be installed
centric pipes. for in the design. with ceniralizers.
1.08.00 [End Buikheads - Carbon Steel
1.08.01 Transitions between 4 (3| M|seeitem 1.08.01
different material
1.08.02 Stresses loads Metallurgical fransitions  |Localized overstress FEA analyses, NDT, (4[3|M 6 |6
between carbon and QAQC
stainless steel
1.09.00 |Pipeline Bend
1.09.01 Mechanical Bend gualification 2 3| L |Potential for T
properties affectad procedures (QAQC) wrinkling during
from induction fabrication
bending
1.08.02 Fatigue due to Jetty [Fatigue/Fracture 412 | M[Must be
mofions designed.

Copyright © 2012 IP Bank BV



HAZID as starting point

A B C D E
1 Risk Threats Conseguences Barriers Risk level
Airbag
Crumple zone
Defensive driving procedure
Driving a car / Intoxicated driving Crash into other car or motionless object Forward Colision Warning System
Slippery road conditions Driver impacts Internal of car Head rest adjustment to appropriate Med

Losing control over the car

Poor visibility {external)

Vehicle roll-over

height

Roll-over protection
Seatbelt

Slip recovery competence

¥ CGE
Risk Management Solutions
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»[Establishing the context (5.3)f

Risk assessInent (5.4)

» Risk identification (5.4.2) |

Communication l Monitoring
and | »|  Risk analysis (5.4.3) 14— and
consultation review (5.6)
(5.2)

Risk evaluation (5.4.4)

Risk treatment (5.5)

A

Risk analysis

[..] involves developing an understanding of the risk.



Bowtie uses

We use it to Structure thinking
We use it for Risk based decision making

We use it for Communication & Training

¥ CGE
Risk Management Solutions



6 Very specific advantages of a BowTie

¥ CGE
Risk Management Solutions



4 LOCATION ITEM EFFECTS OF HAZARD IDENTIFIED RISK RISK CONTROL

ASSESS
All Offices General office work, Manual Handling & Ergonomics Very Low-Low | Staff Induction and Training
Operation of office equipment | Electrical Safety Refer to University Guidelines for Manual Handling and
(computers, photocopiers) Ergonomics
Refer to Equipment Operation Manuals and other relevant
SOP's
All Laboratories General laboratory work, Manual Handling & Ergonomics Medium Staff Induction and Training
preparation of chemical Chemical exposure Refer to University Policy on Guidelines for Laboratory
reagents, experiments Electrical Safety Conduct
involving chemicals Refer to University Chemical Management Policy Guidelines

Refer to Chemical MSDS and follow recommendations
Maintain Chemical Register
Refer to Equipment Operation Manuals and other relevant

SOP's
Specialist As above, but includes As above, but may include: Medium As above, but may include:
Laboratories Quarantine and PC labs, Quarantine and PC Containment, Refer to relevant Quarantine and PC Policies and Legislation
Radioisotope Labs, Analytical | Radiation Exposure, Working on Specialist Refer to relevant Radiation Policies and Legislation
Facilities, Wine Science Equipment or in Confined Spaces

Laboratories

YV1

““"

. Hazard .

\
NANNN

Threat Cor

Preventive Control Preventive Control Recovery Control Recovery Control _

. ™ ™ ™ ™ |
Threat H H Top Event / H H I Cor

i .
Preventive Control Preventive Control Recovery Control Recovery Control _
' ™ / \ ™ G

Escalation Factor

L

Escalation Factor

Escalatlon Factor Escalatlon Factor
Control Control

®CGE

Risk Management Solutions Copyright © 2012 IP Bank BV



Risk analysis

A B C D E
1 Risk Threats Consequences Barriers Risk level
Airbag
Crumple zone
Defensive driving procedure

Drivi / Intoxicated driving Crash into other car or motionless object Forward Colision Warning System
riving a car
i & Slippery road conditions Driver impacts Internal of car Head rest adjustment to appropriate Med
Losing control over the car o i i
Poor visibility (external) Vehicle roll-over height

Roll-over protection
Seatbelt

2 Slip recovery competence

Do you have enough barriers?

Driving a car .

] ] M

Crash into

other car or

motionl
object

Intoxicated
driving

Forward collision Slip recovery
warning sy P

Losing (M H H
S S

Crumple zone

control over
the car

Driver impacts
internal of car

Slippery road
conditions

Head rest adjusted
to appropriate
height

Defensive driving Wearing a seatbelt Airbag

3]

" .- Roll-over
Defensive driving protection
®CGE

Risk Management Solutions Copyright © 2012 IP Bank BY

Vehicle roll-
over

Poor visibility
(external)

!




Slippery road
conditions

Poor visibility
(external)

®CGE

Intoxicated
driving

Proactive or Reactive

Losing
control over

Defensive driving

-

Defensive driving

Risk Management Solutions

the car

—

—

-

Forward collision
warning system

Slip recovery
competence

Crumple zone

—

™

S|

Wearing a seatbelt

Head rest adjusted
to appropriate

height
[+]
]
Vehicle roll-
over
Roll-over
protection

Crash into

other car or

motionless
object

Driver impacts
internal of car

Copyright © 2012 IP Bank BV



Intoxicated

—

™

Risk based SMS

S

driving
Periodic medical Breath alcohol
examination for ignition interlock
professional device
drivers Activity: SCA-07 -
Activity: SCA-06 - General car
Medical maintenance
ination driver i MM -
ponsi DR -
Doctor Manager
M (I (gl
L d
e
from nearby car
Adjust car mirrors Defensive driving ABS

Activity: SCA-09 -
General car safety
training

Activity: SCA-03 -
Defensive driving
training

Activity: SCA-07 -
General car
maintenance

Losing
control over

the car

ible: TM - ponsible: TM - ponsible: MM -
Training Manager Training Manager Maintenance
Manager
™ M
Slippery road
conditions
Defensive driving ABS

Activity: SCA-03 -
Defensive driving
training

il ™ -

Activity: SCA-07 -
General car
maintenance

i MM -

Training Manager

Maintenance

’_‘

—

Uneven road
surface

Pre-journey
planning

Defensive driving

Activity: SCA-10 -
Pre-journey
planning

ible: DR -

Activity: SCA-03 -
Defensive driving
training

ible: TM -

Driver

Training Manager

™ -

™
Poor visibility
(external)
Car lights are Defensive driving
turned on
Activity: SCA-07 - Activity: SCA-03 -
General car Defensive driving
maintenance training
" MM - .
Maintenance Training Manager
. CGE Manager
. »
Risk Management Solutions

Crash into
other car or

Forward collision
warning sy

Slip recovery

Crumple zone

motionless
object

M

M

.

.

Driver impacts

Head rest adjusted

internal of car

Activity: SCA-07 -
General car
maintenance
Responsible: MM -
Maintenance
Manager

Wearing a seatbelt Airbag to appropriate
height
Activity: SCA-07 - Activity: SCA-09 -
General car General car safety
maintenance training
Re§ponsible: MM - Responsible: TM -
Maintenance Training Manager
Manager
[
Vehicle roll-
over
Roll-over
protection

Copyright © 2012 IP Bank BV



Understand independencies

A B C D E
Risk Threats Consequences Barriers Risk level
Airbag
Crumple zone
Defensive driving procedure
Driving a car / Intoxicated driving Crash into other car or motionless object Forward Colision Warning System
Slippery road conditions Driver impacts Internal of car Head rest adjustment to appropriate Med

Losing control over the car

Poor visibility (external)

Vehicle roll-over

height

Roll-over protection
Seatbelt

Slip recovery competence

Slippery road
conditions

Poor visibility
(external)

¥ CGE
Risk Management Solutions

Intoxicated
driving

. HO01.0 Driving a
vehicle

m
lad

a a
u u

Forward collision

Slip recovery E Crumple zone

warning system competence
EM Engineering TR Training EN Engineer
Manager Manager

Crash into
other vehicle or
motionless ‘P

Losing

control over

Defensive driving

the vehicle

DR Driver

Wearing a seatl.:

Airbag .

H

EM Engineering
Manager

Head rest adjusied

to appropriati
height

EM Engineering
Manager

lal

Defensive driving

H

S|

DR Driver

Roll-over
protection

VM Vehicle
Manager

EM Engineering
Manager

Vehicle roll-

over

1-] Driver impacts
internal of
vehicle

Copyright © 2012 IP Bank BV



»[Establishing the context (5.3)f

Risk assessInent (5.4)

» Risk identification (5.4.2) |

Communication ! Monitoring
and | «+— Risk analysis (54.3)  |e—d—» and
consultation review (5.6)
(5.2)

Risk evaluation (5.4.4)

Risk treatment (5.5)

Risk evaluation

to assist in making decisions,[..] about which risks need
treatment and the priority for treatment implementation.



Risk evaluation

1 Risk

B
Threats

G

Consequences

D E

Barriers Risk level

Driving a car /
Losing control over the car

Intoxicated driving
Slippery road conditions
Poor visibility (external)

Crash into other car or motionless object
Driver impacts Internal of car
Vehicle roll-over

Airbag

Crumple zone

Defensive driving procedure
Forward Colision Warning System
Head rest adjustment to appropriate
height

Roll-over protection

Seatbelt

Slip recovery competence

Med

B P

Risk Matrix ] W h t . H k | I ?
People dat IS your risK levelr
A B c D E _
Happens Happens .
Nt”\":::di?:gd Bz‘:;? Bdha:‘ Bz‘:fr? Bdha:' Several Times  Several Times — Crash into
Incusiry ndustry  OurCompony PIIS2OM PTCRN N pick Categories other vehicle or

Intoxicated
driving

0 Mo Injury

1 Slight Injury

Slippery road

2 Minor Injury

conditions

Defensive driving

3 Major Injury

4 Single Fatality

Poor visibility

5  Multiple Fatalities

(external)

Defensive driving

Intolerable

Cancel _UK !

motionless
igct
Crumple zone

M
i

Head rest adjusted
to appropriate
height

—| Driver impacts
internal of
vehicle

¥ CGE
Risk Management Solutions

Roll-over
protection

Copyright © 2012 IP Bank BV




»[Establishing the context (5.3)f

Risk assessInent (5.4)

» Risk identification (5.4.2) |

Communication ! Monitoring
and | «+— Risk analysis (54.3)  |e—d—» and
consultation review (5.6)
(5.2)

Risk evaluation (5.4.4)

— Risk treatment (5.5) —

Risk treatment

selecting one or more options for modifying risks, and
implementing those options.



The ALARP Obligation

Reduce a risk to a level which is As Low As Reasonably Practicable:

A balance of time, trouble, difficulty & cost.

Tolerability Level

Risk

Risk Appetite

"B CGE
L Risk Management Solutions



™

BowTie analysis in 8

h Vi S N ‘
\\\\

™

™

steps

™

™

o

o

I Threat I

o

H

Preventive
Barrier

Preventive
Barrier

™

™

Preventive
Barrier

Recovery
Barrier

e

.

Preventive
Barrier

Preventive
Barrier

™

s

Threat
[ 2\
Escalation
Factor
A J
"N CGE

o

EF Barrier

Risk Management Solutions

™

Escalation
Factor

™

e

EF Barrier

H

e

Recovery
Barrier

Recovery
Barrier

™

™

Consequence

Top Event

.

-

Recovery
Barrier

Recovery
Barrier

K

™

Consequence

LIL]

~
/

o

EF Barrier

Escalation
Factor

-
-

Copyright © 2015 IP Bank B.V.



BowTie analysis - 8 steps

Defeatin =
g Defeat;
Fac INg Facto,
tor Contrg| d

“What can 4 “What

1 )
directly cause a Before What are the After Sutcomes can
loss of control of Hazards we are
the hazard?” dealing with?”

E A

Threat Barrier Threat Barrier

arise from the
top event?“

-
[ Consequence I

Recovery Measure Recovery Measure m F I—

“What occurs when g E
the control over the
hazard is lost — the

r_ y hazard is released?” =N RUTN{- ~— g _
Defeating . Defeating
Factor Factor

Defeating Factor
Control

Consequence

Defeating Factor
Control

Prevention Recovery

57

CGE

Risk Management Solutions
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BowTie analysis - 8 steps

“How can we stop
the hazard from

Before

being released?”
|_|
el
Threat Barrier Threat Barrier
A
Threat | |

Threat Barrier Threat Barrier

-] Top Event

Defeating 7 ”’n Wh at
Factor way could
the controls

fail?”

CGE

Risk Management Solutions

Defeating
Factor

Defeating Factor
Contrg

“How can we reduce
the likelihood or
severity of the
potential outcome?”

6

Consequence

Recovery Measure Recovery Measure

Consequence

7 Defeating
Factor

“How do we
maintain the
controls so they
do not fail?”

Defeating Factor
Control

Copyright © 2015 IP Bank B.V.



l Hazard ]




Hazards are... ;:

v 77774

An activity or state, which, in case of failure, can lead to negative outcomes

Activities or states are part of normal business

Often involving energies — what are yours?

- Chemical - Kinetic

- Gravitational - Nuclear
- Thermal - Pressure
- Biological -7

But also Social, Financial, Services, Organisational, etc.

Goal: Setting and defining scope for the bowtie diagram

® CGE

Risk Management Solutions




e point in time \

- the Hazard is Iost

Alcohol creatas naw realitles . wawha




Top Event

CGE

Risk Management Solutions
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Vehicles and/or
personnel in or close ‘

to the protected area
‘ of an active runway ~
for large CAT fixed
wing aircraft

4., Runway

presence of | |—
vehicle or person
in the protected

area

CGE

Risk Management Solutions

Top Event

. Ground operations for h
large CAT fixed wing
aircraft at UK

3. CFIT: Terrain

saparation

43— | deterioratin
below norma
requiraments

Large CAT fixed wing h
aircraft operations

whilst airborne UK i

Large CAT fixed wing
aircraft - Arrival or

departure (general)

Class A airspace

5. Airborne
Conflict: CAT
aircraft in close
proximity with -

another aircraft

that their safety

is or may be

compromised

Copyright © 2015 IP Bank B.V.



Step 3. Define Threats

| (S —— v DAV

et § 1 Y

A possible cause for

| | the Top Event
I Threat l




Threats

Threats should lead to
the Top Event directly
and independently

““

. Hazard .

AN\ L

Top event '

II

Causally direct, not in
terms of time

® CGE

Risk Management Solutions




Barrier Failures

Can be recognized by terms such as: Lack of, Failure of, absence of...

"M CGE

L Risk Management Solutions




Threats

Helicopter
landing on .
FPSO

Visibility of

landing location I \\\‘

Crash on
installation

Hard landing on
platform

Engine failure
Loss of
control
during
landing

Wind speed
over 60 knots

Ditching into
water

Contact with
ground
personel

Hot air from
chimney

"M CGE

| Risk Management Solutions
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Barrier Function

Barrier Function

1. Eliminate / Substitute Hazard

2. Eliminate Threat

3. Prevent Top event
4, Separate Consequence

5. Mitigate Consequence

Normal condition Initial phase Concluding phase Injury phase
Lack of control Loss of control Energy exposura

® CGE

Risk Management Solutions




Visibility of
landing location

Barriers

H Helicopter

m
=

m
-

H landing on

Landing lights

Briefing before
departure

&3]

FPSO

IFR (Instrument
Flight Rules)
competence

m

™
=

m
-

m
-

=

Bird safe lights on

Fuel sample check

Twin engine
helicopter

Loss of
control
during

Maintenance

Hot air from

chimney
Briefing before
departure
"B CGE
Risk Management Solutions

Wind speed
over 60 knots

m

landing

m

=

=

Briefing before
departure

Wind shear
detection

m

m
-

m
-

=

Approach
procedure

Temperature
indicators on
helideck

m
=

m
-

™
=

Emergency landing
procedure

Helideck landing
net

Fire fighting
systems

m

m

=

=

Emergency landing
procedure

Airframe structure

m

Hard landing on

platform

Crash o
installati

=

m
-

™
=

"y

Emergency landing
procedure

Helideck landing
net

Helicopter
floatation system

Life raft

m

m

=

=

Emergency landing
procedure

Working
procedures for
helideck personnel

Contact with

ground
personel

Copyright © 2015 IP Bank B.V.
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Escalation
actor




Escalation Factor

™
H

™
.

I Threat I

Preventive
Barrier

Preventive
Barrier

Escalation
Factor

_—

® CGE

Risk Management Solutions

H: Top Event :H

™
o

™
.

Consequence

Recovery Recovery
Barrier Barrier
Escalation
Factor

Copyright © 2015 IP Bank B.V.



Four main categories

There are four main Escalation Factor categories:
H

Eruptions that [=

occur an the H

route after the

[ | H F :ﬂight 15 Updated
uman Factors sipmcrea || asiaie/sner
Crew - crew
initiate
moadification aof

* Mechanical Failures oinestion

”"fei:?f;"h:“*ﬁ 0 "

* Abnormal Conditions

Flight Crew in
time Palicy for Flight Operatar S0Ps for
Flight Crew to
update
ASHTAMs,/SIGMET

Dispatch or ATC to

* Loss of Critical Services et ren

( ) m
Crewr -
reluctance to [‘l: H

modify flight
path due fuel

- Flight crew loading
constraints

of additional fuel

® CGE

Risk Management Solutions




A Barrier for an

[ eF Barmier




™

Escalation Factor Barrier

™

I Threat I

e

o

Preventive
Barrier

Preventive
Barrier

s

Escalation
Factor

® CGE

™
H

Escalation
Factor Barrier

Risk Management Solutions

H: Top Event :H

™

™

o

-

Recovery
Barrier

Recovery
Barrier

Consequence

I\

™
.

Escalation
Factor Barrier

Escalation
Factor

Copyright © 2015 IP Bank B.V.



Exercise

CGE

Risk Management Solutions




Basic BowTie diagram

™

o

} ™
Threat H
Preventive

Barrier

Preventive
Barrier

™

™

Threat H

H

0

Preventive
Barrier

Preventive
Barrier

-

Escalation T
Factor H
Escalation

Factor Barrier

Effectiveness

Barrier type

Actions

® CGE

Risk Management Solutions

™

™

o

o

Recovery
Barrier

Recovery
Barrier

™

™

Consequence

Top Event

Job titles

Systems

Documents

H

o

Recovery
Barrier

Recovery
Barrier

\\

Consequence

LL]

™ g )
H — Escalation
Factor
Escalation
Factor Barrier L )

Criticalities

RAM scores

Activities

Copyright © 2015 IP Bank B.V.



Bowtie Diagrams

Very poor
Poor
Very Good
Categories
CGE
Risk Man“aﬁm:TSalutions

What’s in a .btf?

Risk matrices

\W-1.2.01 : Contractor Selection
W-1.2.02 : Quality Checks
W-1.2.03 : Pressure Testing
FRM.02 : Approval Form
FRM.04 : Pressure Test Form
FRM.O5 : Welding PTW

Management System

Threat or Cause
Control or Barrier

Terminology

- Quantification models
- Incident analysis
- Operations (SOOB)

Advanced



Providing additional information

* Job Titles (Accountable person)
" Barrier Effectiveness

" Barrier Type

" Barrier criticality

® Activities
* Document Links
* Actions

® CGE

Risk Management Solutions




BowTieXP Metadata

8 RE

Document links

Actions
g1HRE) Affects
Document links Accountabilities
Actions \ Sign Off

Acceptance Criteria

- Top event '
I Threat
Escalation Y
Factor H
‘ Barrier ‘

® CGE

Risk Management Solutions




Escalation
Factor

s

® CGE

Risk Management Solutions

-

‘ Barrier ‘

Activities
Barrier Types
Effectiveness
Document links
Accountabilities
Actions




Set of bowties, now what...?

=) =>!Bow Tie Groups
- i Road Safety
+- @ H01.0 Driving a vehicle / Losing control over the vehicle
+ ® HO1-1 Driving a vehicle / Driver loss of attertion
+-- @ HO1+1 Driving a vehicle / Impact on person
- o Oil & Gas
+ @ P.01 Hydrocarbons during well testing / Uncontrolled release of hydrocarbons at surface from test equipm
+ ® P.02 Well control operations: Sour gas in choke and kill lines / Uncontrolled release of H2S gas on platfc
+- @ P.03 Hydrocarbons in exploration well / Uncontrolled hydrocarbon release
=] efa Awiation
+ ® A.01 Aircraft take off / Take off during unway incursion
+- @ A 02 Aircraft in Mation / Fire during flight
+|- @ A.D3 Helicopter flying close to ground / Infringement of separation criteria (Air-Ground)
- Eia Maritime
+- @ 5.01 Cortainer on ship / Container falls from ship
+ ® 5.02 Transport by sea in ice conditions / Loss of separation between ship and ice
+- @ S.03 Marine operations in Piratesisk zone / Pirates board vessel
—I- 5fg Mining
+ ® M.01 Open Pit Mining Operations / Structural integrity of pit wall impaired
- @ M.02 Dependence on ventilation in underground mine / Ventilation system failure

® CGE

Risk Management Solutions
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«—Establishing the context (5.3)f

Risk assessI'nent (5.4)

F 3

» Risk identification (5.4.2) |

Communication ! Monitoring
and | «— Risk analysis (54.3)  |e—d—» and
consultation review (5.6)
(5.2)

«+— Risk evaluation (5.4.4)

«— Risk treatment (5.5)

[ ]
Communication and consultation

Communication and consultation with external and internal
stakeholders should take place during all stages of the risk
management process.



Communicating risks

A B C D E
1 Risk Threats Consequences Barriers Risk level
Airbag
Crumple zone
Defensive driving procedure

Drivi / Intoxicated driving Crash into other car or motionless object Forward Colision Warning System
riving a car
i & Slippery road conditions Driver impacts Internal of car Head rest adjustment to appropriate Med
Losing control over the car o i i
Poor visibility (external) Vehicle roll-over height

Roll-over protection
Seatbelt

2 Slip recovery competence

. H01.0 Driving a
vehicle

= Crash into
Intoxicated otl:;t\il::;:lses or
driving Forward collision Slip recovery object
warning system competence Crumple zone

Losing _
control over H H
the vehicle —| Driver impacts
H H internal of

Slippery road
conditions

vehicle
. - Head rest adjusted
Defensive driving Wearing a seatbelt Airbag to appropriate
height
)
Poor visibility -
(external) Veh:::‘::rroll-
Defensive driving Roll-over
protection

"M CGE

Risk Management Solutions Copyright © 2012 IP Bank BY



Intoxicated
driving

Lack of
appropriate
equipment

Poor visibility
(external)

®CGE

Easy data filtering on

™

d

™
d

™
[~

™
[~

Periodic medical
examination for
professional
drivers

Driver loss of
attention (due
to phone,
controlling
radio, fatigue,
eating etc.)

Blowout (tire)

Breath alcohol
ignition interlock
device

Agreeing on a
designated driver

Lane departure
warning system

™

-

Intoxicated

Lane departure
warning system

driving

Blowout (tire)

——
Breath alcohol
ignition interlock
device

™
LH

Tyre integrity
system

Pre drive check of
vehicle

T J

™

I~

g—

Weekly vehicle Keep appropriate Maintain
workshop checks equipment in stock equipment
J | J
H Unexpected [- .
Unexpected manoeuvre l
manoeuvre H from nearby
from nearby M vehicle
vehicle Adjust vehicle ABS
mirrors

Slippery road
conditions

™

™

Slippery road

I~

Listen to weather

report and adjust

driving schedule
accordingly

conditions

Uneven road
surface

™

Poor visibility
(external)

Pre-journey
planning

vehicle lights are
turned on

Defensive driving ‘

™

™

S|

S|

S|

S|

Listen to weather

report and adjust

driving schedule
accordingly

Risk Management Solutions

vehicle lights are
turned on

Defensive driving

Design - company
vehcle spec
includes lights
always on

|. HO1.0 Driving a

vehicle

Losing
control over
the vehicle

™

™

the diagram

™

-

-

-

Forward collision
warning system

Slip recovery
competence

Crumple zone

Wearing a seatbelt

™

— Crash into
other vehicle or
motionless
object

—| Driver impacts
internal of
vehicle

R

I~

Head rest adjusted
to appropriate
height

No protrusions on
front or side of
vehicle

[+
—

Roll-over
protection

Roll-over
protection

Hitting a
pedestrian/

cyclist

Vehicle roll-
over

Vehicle roll-
over

E3)

—| Driver impacts
internal of
vehicle

Example: show only data for specific job title
(here: Maintenance Manager)

Copyright © 2012 IP Bank BV




Safety improvements

.
B, 1 simps ol i
I 1180 1 A e

-
-

Bl e e | B

-
-

I 7 e e s gl

i P | | - S F [ ————
e e el Beg ] | i b s 'ﬂ -|
[ ] o s b g
'+ v o ek g g B e / d H
. | ""\-, U p— [T pra——
r | Farl pvew manal e T 4
Faesrery g el e
T e — |
L] B Lk = o e s frro—

L 1]

e e P i s Y i
B 1 s L
L T S
| gt g | " - L
[ g i -

te— e Py
i gt

. - ™ -
ad wal ™ e e

¥ whn oy wrd a P B A A ] s b
T el Lpbs T el e B et ] [l oL
Bl v w e & o L.
. Ly e by 1B iy
1] 1 by
Lol g 1 -
el B i Tt bpmieend ol
jrd ramm v A =t el e [ =T N Tt
[ Cals wmnd ke vaks kel rraan Brin e Lipmames
i e A [ - Pobry Frastes |
=t 7 - ey - p
e ET ] ey el
Pk Fprams
— sy —

Lor i | e

Copyright © 2012 IP Bank BV

“ECGE

Risk Management Solutions



Communication
and
consultation
(5.2)

h J

Establishing the context (5.3)

Risk assessI'nent (5.4)

» Risk identification (5.4.2) |

Risk analysis (5.4.3)

Risk evaluation (5.4.4)

Risk treatment (5.5)

Monitoring
and
review (5.6)

Monitoring and review



Risk based auditing with

MAuUditXP

¥ CGE
Risk Management Solutions



Monitoring and review

A B C D E
1 Risk Threats Consequences Barriers Risk level
Airbag
Crumple zone
Defensive driving procedure

Drivi / Intoxicated driving Crash into other car or motionless object Forward Colision Warning System
riving a car
i & Slippery road conditions Driver impacts Internal of car Head rest adjustment to appropriate Med
Losing control over the car o i i
Poor visibility (external) Vehicle roll-over height

Roll-over protection
Seatbelt

2 Slip recovery competence

. HO01.0 Driving a
vehicle

other vehicle or

™ ™ ™ Crash into
= = =

motionless
Intoxicated Forward collision Slip recovery |4 object
driving warning system 1 competence  |{ Crumple zone
QRS.33 n=4 | |QRS.34 n=4| QRS.36
I ]
QRS.35 n=4| QRS.37 n=3
||
Slippery road .
conditions cor:‘t"’_‘s)'lngver H H H Driver i
0 —| Driver impacts
the vehicle H H H internal of
- vehicl
Head rest adjusted ehicle

QRS.12 n=3 Wearing a seatbelt Airbag to appropriate

QRS.13 n=3 height
QRS.08 n=4( |QRS.08 n=4| QRS.15 n=3

[ | [
Poor visibility
(external)
- - Vehicle roll-
Defensive driving over
- Roll-over

QRS.13 n=3
QRS.50 n=3
QRS.51 n=3

i
[

| F CGE QRS.52 —

Risk Management Solutions Copyright © 2012 IP Bank BY



Barrier-based Audits

H

-

Wear fall
protection
harness

Q-01

Q-02

Q-03

¥ CGE
Risk Management Solutions

QO1: (stock keeping)
“Are the fall protection
materials available at the site?”

QOZZ (Training)
“Is the personnel competent in
the use of the harness?”

QO3Z (Procedures)

“Does the personnel know for
which tasks the harness must
be used?”

Copyright © 2012 IP Bank BV



Audit approaches

Traditional Barrier-based

Maintenance Training

.

e

Barrier

Barrier

I Consequence |

Activity: T-01 -
Training activity
Responsible: TM -
Training Manager

Activity: M-01 -
Maintenance
activity

Responsible: MM -

T01 No| |[Maintenance
L Manager
Q-01 No

CGE

Risk Management Solutions

Copyright © 2012 IP Bank BV



Visual results

*  Easy to spot weak spots ]

. . QRS.48 Is the emergency response team supplied
hd Intuitive d ISplay with the necessary materials?

2 (67%)

es

. |
Mo 1(33%)
|

Total 3

™ ™ HO1.0
H H Driving a car
Periodic Breath alcohol || Agreeing ona ||Lane

£ Crash into
medical ignition designated other car o \
examination interlock driver -
I Forward slip recoves
for i ars.os n=s] |ars.01 o= collision ompetence || Crumple zone object
professional | |qrs.05 ][ —_— !
drivers | | 900 ] |eRee = warning | s = [qRs 36 )
ars.0s | | | system
ars.os — s | [ars3s 1=+ |ars.a7 o
| | ars.07 . - —
-

ars.0s =
—

™
ud

Competence in

from nearby Adjust car Defensive External airbag
car " o ABS
mirrors driving ars.as = -
73] [aRs: G |
i e - confined space

ars.13 53| [ars.22 0-3) —
| —
ars.23 |
—|

rescue

Competence in
confined space

] Crash into
deep water
resulting in

confined
e space

stippery [
road
conditions

rescu

Listen to Defensive RS 47 =
weather report driving ABS QRsa7 5 Q . n= 3

and adjust | |ops.1y =] |ors.21 e ors.a8 n=s

B | —E pm _

schedule =AU 0] |92 ] (L

ns.2s =

QRS.48 n=3
quss =
aus26 =

-
QRS.49 n=3
e

"M CGE

Risk Management Solutions Copyright © 2012 IP Bank BY



CGE

Risk Management Solutions

Hydrocarbons during well testing / Uncontrolled
release of hydrocarbons from well testing equipment

at the surface

Audit reports

SN 1St known T e

Y@

Bamier / Activity Questions Answers Remarks
Test of sguiion system prior | GA.091 15 an igniion test e
0w tas Demrmas Demre svery tamm | At (3

Q9.002 1s provocal Tar an =

Cominual oz s

Q0003 Haw omen = tne e
Bt imspected?.

very ¢
Sre noems see nzar 0200 Da the persamne —
cortinual suvelance [ fre | knaw wha & respansile far | Yes ()
vatch the mit ight?
Manusl sne inafwell bt | GA.005 15 the procedue Tr | IS
cnoce manmic manus zme i kngwn? wa ()

02.005 Da the persamne
Know when @ manuel ST in
5 required?

Yes 1)
Na (1)

Copyright © 2012 IP Bank BV



Monitoring and review

A B C D E
1 Risk Threats Consequences Barriers Risk level
Airbag
Crumple zone
Defensive driving procedure

Drivi / Intoxicated driving Crash into other car or motionless object Forward Colision Warning System
riving a car ; . . ) ; .
Losi & irol th Slippery road conditions Driver impacts Internal of car Head rest adjustment to appropriate Med
0s5ing control over the car o } :
Poor visibility (external) Vehicle roll-over height
Roll-over protection
Seatbelt
2 Slip recovery competence
m OJ OJ -
Crash into
other vehicle or
vehicle i
Forward collision || Slip recovery || object
Intoxicated warning system competence Crumple zone
driving
Failed: 0 Failed: 1 Failed: 0
Missing: 0 Missing: 0 Missing: 1
Unreliable: 0 Unreliable: 0 Unreliable: 1
B Effective: 1 Effective: 0 Effective: 1
Slippery road QRS.35 7=4 | TQRS.37 =3
conditions i I I
Losing :
Defensive drivi -] | control over —| Driver impacts
erensive driving the vehicle ﬂ ﬂ H internal of
Failed: 0 Head rest adjusted vehicle
Missing: 0 Wearing a seatbelt Airbag to app!'opriate
Unreliable: 2 height
r;:e |a. e: Failed: 12 Failed: 12 Failed: 1
Effective: 0 Missing: 0 Missing: 0 Missing: 0
Unreliable: 0 Unreliable: 1 Unreliable: 0
Effective: 3 Effective: 2 Effective: 0
- /4
Poor visibility
(external)
Defensive driving Vehicle roll-
over
F_a"?d: ° Roll-over
Missing: 0 protection _
Unreliable: 2 -
n Failed: 0
Effective: 1 —
Missing: 1
F CGE Unreliable: 0
Effective: O

Risk Management Solutions Copyright © 2012 IP Bank BY




Driver loss of
attention (due to
phone, controlling

radio, fatigue,

eating etc.)

Blowout (tire)

Slippery road
conditions

[ mcaE

Regular driving breaks

BSCAT

Tyre integrity system

Risk Management Solutions

from BowTie

Highway:

Competence in
confined space rescue

Losing control
over the car

External airbag

Roll-over protection

= Crash into deep

water resulting in
confined space

Hitting a
pedestrian/cyclist

Vehicle roll-over

Copyright © 2015 IP Bank B.V.



Driver los
attention

-

Slippery road
conditions

[ mcaE

BowTieXP provides input

]

=

] , Regular driving

breaks

]

=

Competence in
confined space
rescue

=

Tyre integrity
system

Risk Management Solutions

Example

]

=

xternal airbag

]

=

Roll-over
protection

—]Crash into deep
water resulting
in confined

space

Hitting a
pedestrian /
cyclist

Vehicle roll-
over

Copyright © 2015 IP Bank B.V.



Incident analysis with

idIincidentXP

BSCAT | Tripod Beta | BFA | RCA

" CGE

Risk Management Solutions

® CGE

Risk Management Solutions




Incid_e_r_nts

BowTie Risk Assessment

Qutputs lessons Thveat Il ™) E E .
Iearned tO Barrier Barrier Barrier Barrier
™ ™ - ™
il = -l sl c
' jﬂ:/ "
Hl Consequence
Provides input to
Incident analysis
| = = ™~

“ECGE

Risk Management Solutions
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Driver loss of

attention

Q

]

Regular driving
breaks

IncidentXP

Driving a car /

I Losing control I
over the car

a

]

Hitting a

rian /

External airbag

cyclist

BowTieXP

2

Losing
control over

Driver loss of

=2

Regular driving
breaks

Used on 1 Incident

Failed: 1

Missing: 0

Effective: 0

[

the car

2

External airbag

Used on 1 Incident

Failed: 1

Missing: 0

Unreliable: 0
Effective: 0

Hitting a
pedestrian /

cyclist

Copyright © 2012 IP Bank BV



Event

BSCAT

[

Barrier

Immediate Cause

Basic Cause

Management
System Factor

Event

o

Tripod Beta

Underlying
Cause

Cause

Barrier

Immediate Cause
Basic Cause

Management
System Factor

Event

Agent . Event

A__um N Barrier i

Object

Barrier Failure Analysis

Event

¥ CGE
Risk Management Solutions

[

]

Barrier

Event

Secondary Cause

a
i

Barrier

Secondary Cause

Event

Root Cause Analysis

Construction
of tank consideratio
contributing nor
to vapour awareness
formation of unsafe
tank
Fuel flowing
down side of
tank, over filling tank,
wind girders despite full
an
deflector
plate
Tank too full No
overflowing with automatic
fuel unleaded alarm sound
petrol
Malfunctioni
ng ultimate
high level
switch

No
automatic
shut down
of supply

Copyright © 2012 IP Bank BV



Barrier Failure

™

Driving a car / Hitting a
|| Losing control || H pedestrian / I
over the car cyclist

breaks

Driver loss of
Regular driving |

External airbag |

J
0o
-

)

“ECGE

Risk Management Solutions Copyright © 2012 IP Bank BY



Causation Paths

Underlying
Cause

Precondition

Immediate
Cause

¥ CGE
Risk Management Solutions

Driver loss of

attention

BSCA

=)

]

Regular driving
breaks

Immediate
Cause

Basic Cause

Management

System Factor

G

Driving a car /
Losing control
over the car

Tripod Beta

External airbag

T

Primary Cause

| Secondary Cause |

Tertiary Cause

Hitting a
pedestrian /

cyclist

BF

Copyright © 2012 IP Bank BV
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Driver loss of

attention

Recommendations

M - A

Regular driving
breaks

Immediate
Cause

Basic Cause
Management

System Factor .\/
J

S

Short term solution: Barrier level

* Restore / add barrier before resuming

operations again

Driving a car /
Losing control
over the car

External airbag

Hitting a

pedestrian /
cyclist

Long term solution: Organizational level

* Correct management system /
underlying cause

Copyright © 2012 IP Bank BV



IncidentXP provides feedback

-

Color legend of Effectivenesses
<NULL> <No Value Assigned>

Intoxicated = . . - Very Poor
I driving | - Poor

+ Good
B W ++ Very Good / SLF;?;S: \
“e N/ANOT Applicable coglgl;eolc §:er
B 3P Third Party
? Unknown
- J

Example

®CGE

Risk Management Solutions Copyright © 2012 IP Bank BY



IncidentXP provides feedback on
Bowtie diagram

““

. HO01.0 Driving

] - ] .
Intoxi
e —— = = =
Periodic medical Breath alcohol Agreeing on a Lane departure
examination ignition interlock designated driver warning system
Used on 1 Used on 7 Used on 2 Used on 7 Road
Incident Incidents Incidents Incidents Safety:
Failed: 1 Failed: 6 Failed: 1 Failed: 1 Losing
Missing: 0 Missing: 1 Missing: 1 Missing: 0 cortwr:;olcg;/er
Unreliable: 0 Unreliable: 0 Unreliable: 0 Unreliable: 0
Effective: 0 Effective: 0 Effective: 0 Effective: 6

¥ CGE
Risk Management Solutions
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»[Establishing the context (5.3)f

Risk assessInent (5.4)

» Risk identification (5.4.2) |

Communication ! Monitoring
and | «+— Risk analysis (54.3)  |e—d—» and
consultation review (5.6)
(5.2)

Risk evaluation (5.4.4)

Risk treatment (5.5)

Risk evaluation

to assist in making decisions,[..] about which risks need
treatment and the priority for treatment implementation.



Quantify your bowtie diagram with the

Layers Of Protection Analysis (LOPA) Plug-in

" CGE

Risk Management Solutions

¥ CGE
Risk Management Solutions



LOPA Approach

Only left side Whole bowtie diagram

Acceptance criteria for the Top Event Acceptance criteria per Consequence

®CGE

Risk Management Solutions Copyright © 2012 1P Bank BV



Classical LOPA start

' Select a incident scenario
' Set a target frequency for the consequence
' Set a initial frequency of the initiating event

How likely is this to happen? How acceptable is this?
P(if)=0.2 P(tf)=0.0001

Technical

valve

Explosive
vessel failure

I failure to open

¥ CGE
Risk Management Seclutions



Independent Protection Layer

* Identify IPL’s (i.e. barriers)
' Set Probability of Failure on Demand (PFD)

How likely will these fail?

P(pfd) = 0.001 P(pfd) = 0.05
Technical H H .
R [
valve
Pressure Safety Operator responds
Valve to alarm

¥ CGE
Risk Management Seclutions



Calculate

* Multiply the values to calculate the estimate
* Compare target with estimate: P(cf) < P(tf)

Initial frequency:
P(if)=0.2

Technical

failure to open
valve

¥ CGE
Risk Management Seclutions

Probabilitity of

failure on demand

P(pfd1)=0.001

™~

Probabilitity of
failure on demand
P(pfd1)=0.05

H

Calculated frequency:
P(cf)=0.00001

-

-

Pressure Safety
Valve

Operator responds
to alarm

Explosive
vessel failure

Target frequency:
P(tf)=0.0001



LOPA plug-in

Initial frequency (IF) = Chance on threat being present
PFD = Probability of Failure on Demand
Current frequency = Chance of threat leading to the top event
= Initial frequency x PFD' x PFD? x PFD? x
(...)
Example below =0,01 x 0,08
=0,0008

Blowout (tire) H

Initial Freq: 0,01 Tyre integrity system
Current Freq: 0,0008

Current PFD: 0,08

®CGE

Risk Management Solutions Copyright © 2012 IP Bank BY



LOPA plug-in

HO1.0 Driving a
vehicle

Current frequency TE = Current frequencies of all threats

Current Freq:
0,0008854

Target frequency = Acceptance criteria

Blowout (tire)

0,0008 + 8,54 E% =0,0008854

Initial Freq: 0,01
Current Freq: 0,0008

Losing control
over the vehicle

0,0008854 < 0,001 = LOPA criteria met

Intoxicated driving

Initial Freq: 0,061

Current Freq: 8,54E-
05

®CGE

Risk Management Solutions Copyright © 2012 IP Bank BY



BowTies and LOPA?

' Different level of detalil
" Barriers # IPL
" BowTie knows only barriers

* Two models:
— “Traditional”
— "BowTie adapted”

¥ CGE
Risk Management Seclutions



BowTie and LOPA: “Traditional”

EE==:
EaE==
EE==

Generates individual scenario combinations(lines):

* Thr.1-Cons. 1 * Thr. 1 -Cons. 2 * Thr. 1-Cons. 3

1 Thr. 2 — Cons. 1 * Thr. 2 -Cons. 2 * Thr. 2 -Cons. 3

* Thr. 3= Cons. 1 * Thr. 3 —Cons. 2 * Thr. 3 -Cons. 3
® CGE

Risk Management Seclutions



event
IPL IPL IPL IPL
L ™ ™ - ) ™
| e ) -
IPL IPL IPL IPL

Classical (non-bowtie based)

Initiating H

-
-

L d

Ll

Consequence I

CGE
Risk Management Solutions

=
=
[

“Traditiona

I”

bowtie based

Copyright © 2012 IP Bank BV



BowTie and LOPA: “"BowTie adapted”

Y ™ - - -
Es=— Tt
0~ - - -
Es== s
- -/ - -

hreat 3 H H H H

Calculate likelihood of Top-Event, then per consequence

* Thr 1 ' Thr. 1] * Thr. 1
1 Thr. 2 “Cons. 1 * Thr. 2 —=Cons. 2 * Thr. 2~ Cons. 3
u Thr- 3 1 Thr. 3 1 Thr- 3

¥ CGE
Risk Management Seclutions



“"BowTie adapted”

L a3

Threat 1

Initial Freq: 0.2 IPL H _
Current Freq: 0.002 H Consequence 1
0.01
IPL Target Freq: 0.001
H Current Freq:
— Top event —| 0.02 0.00038
Threat 2 H Lopa crit met
Initial Freq: 0.15 IPL
Current Freq: 0.015 H
0.1
H New Consequence
H IPL Target Freq: 0.001
Threat 3 H Current Freq:
0.15 0.00285
Lopa crit not met
Initial Freq: 0.1 IPL
Current Freq: 0.002
0.02

®CGE

Risk Management Solutions Copyright © 2012 IP Bank BY



“Traditional” “BowTie adapted”

Creates single line scenario’s Uses H/TE as “half-way” calculation

+ Stays closer to classical LOPA The plugin shows this by default

+ Can be used if not all Threats lead + More logical model in the bowtie

to all Consequences context.

- Neglects other threats + Shows all results in one bowtie
diagram.

- Reports are more bulky
- Moves away from classical LOPA



Quantify your bowtie diagram with

“BowTiexL

% CGE

Risk Management Solutions

¥ CGE
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BowTieXL

Spmaishects

)

7 g - 1 0 g wofc L

HMseteonne: BHS ODEOED
. o a5 - | Shent Vekitey: 13- 6

G BT

High pressure

Y

TotalFrequency!
6.20721384E-05

4 o E ¥ a ] [ L
1 Teasd
2 ]
L] L)
. 15
s 52
. L
7 54
7 Spreadsheets | @ Diagram - High pressure gas / Overpr... | : 4:
1 s
I,mx[}i;able Spreadsheet = & E ﬂﬂ | == =i :: :
Sheet Visibility: TH- 2] g o . P 1
S A
v|
c | D | E | | G | H | ! | J |
1 |Risk factor Threat SumPFDRisk Threat Frequency Residual Threat Frequency Threat frequency total Acceptance criteria AcceptanceCriteriaMet
2 0 Threat!SBS2 1 1 0.00006 6.20721E-05 0.00001 #FFO0O00
3 0 Threat!SBS2 0.01 0.01 2.07214E-06
4 0.3 Threat!SBS2 0.3 0.003
|22 '
Ll
i gas
L
|2l
10
| LE] M M
Closure of
pip xsv B B B
" Probability of Probability of - .
Freql: 0.01 HIPPS valve Train XSV ignition explosion Exposure Availability of risk
Resid-Freq: 6E- EI New Location:
05 PFD: 1 PFD: 0.01 PFD: PFD: PFD: PFD: Overpressure
RiskFactor: RiskFactor: RiskFactor: 0.3 RiskFactor: 0.2 RiskFactor: 0.1 RiskFactor: 1
Misoperation of
pig launcher 5 & a 5
" Probability of Probability of - .
Freql: 0.001 HIPPS valve Train XSV ignition explosion Exposure Availability of risk
Resid-Freq:
2.0721384E-06 PFD: 0.001 PFD: 0.03453564 PFD: PFD: PFD: PFD:
RiskFactor: RiskFactor: RiskFactor: 0.3 RiskFactor: 0.2 RiskFactor: 1 RiskFactor: 1

"M CGE

Risk Management Solutions
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BowTieXL example

Vehicle Systems
Failure

H

ll

ll

Aggregate: 130

Aggr.: 79

Design with Hose
Shielding from Impact

Pre-start checks before
Journey

=]

Pre-start Checks on
Equipment

Competency-based
Training for Vehicle
Operators

TypeRating: 5

TypeRating: 5

TypeRating: 2

TypeRating: 1
Training Manager

Design Authority

Plant Manufacturer

Critical Critical

Critical Critical

H

M.01 Hydraulic
system
underground

Mining:
Pressurised
hose or pipe

fails.

Edit Barrier

Editor | User Data | Systems | Activities | User Systems | Questions

Document Links | Audit Results

Key ‘ Value

Hftvness-Rating =0OFFSET{INDIRECT({INDIRECT{"Bow TieControl!$J$"&ROW()).0.7)

TypeRating =0OFFSET{INDIRECT{INDIRECT(" Bow TieCorttral!SKS"&ROW{()).0.7)

BamierFactar =IFINDIRECT("BowTieControl SFS"AROW{)<="" 2.1}

Audtt Score =INDIRECT("Bow TieControl!$08"&ROW() ~ INDIRECT{"Bow TieControl |$p$"&ROW() ~ INDIRECT{" Bow TieCaontrol!$q$" 4ROW()
Control
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Bring your risk assessment to the cloud

"B>BowTieXP

SharePoint Enterprise

"M CGE

Risk Management Solutions
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Sharing the Bowtie

Sharepoint
* Storing your BowTies
e Storing your document links

d>BowTieXP

SharePoint Enterprise

¥ CGE
Risk Management Solutions



Map with locations
I . 1
) Webviewer

MBowTieXP

¥ CGE
L Risk Management Solutions Copyright © 2012 IP Bank BV



'BOWTieserver Centralise risk information

Bringing BowTies to the Enterprise Monitor barrier performance

- BowTieServer BowTies Reports Audits - Incidents Hazid - Actions Ag g regate rl Sl(

Locations Contextual risk awareness
‘ Organizatl‘onal unit type ‘ Organzat'ronal units ‘ |E|

@t et =
Irecrpore Risk Redueton eazures oo = S, e
® bianzgz for Condruoes Imecaensnt ® anage for Cortiruces mgrcvenent
® s L 5

Ervarznment Reputaton

® b mpact ® bic rpaes
\ Incomparte Tk Reduction Woasurs Irecmarate ik feduction Moasuss
® b o oS g - s ]

Wi

® Tnea Pamy
- o v

BowTieServer (v.1.3.2)© 2015 - (

CGE
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